OSINT FULL REPORT

1. Target Primary Email Verification:

Only show cookies with an issue

Value Domain Expires / Max... | Siz S, SameSit Partition Key  Priority
_ Secure-3PSIDCC 2! £ zOFv: ... | .google.com J High
ecure-3PSIDTS i 5_kwHe9iWS-Fy) FHLF rf mEEQFzbUeAyBdqVsWidhHx...  .google.com i High
ecure-1PSIDTS idts j S_kwHe9iWS-Fy) FHLS rf mEEQFzbUeAyBdgVsWidhHx.. | .google.com J High
Primary email funding@alriyadhfinance.com .google.com J 2024-07-27T... None High
TN C e 2t . ObR... ' .google.com j 2024-08-23T... High
__Secure-1PSID hdcd 2arrANHvoWis; yGDNw2KDedwDfdo 7uuGg3 ... |.google.com / High
_ Secure-3PSID ZAhsXQsShdcd 2arrANHvoWIspSxYyGDNw2KDedwDfdo TuuGgnabCmASq 1A7m... .google.com High
hazelwheell 1@gmail.com .googlecom | High
APoG2W-aqb7mh-kF1r'WZcGOqgl1cOxQtfbEloO_TqwNeboY79DMhWsPoxHpE. .google.com J a High
APoG2W2I11B0ESEKhyrVIEDHGag4dBVrLEsBOPIaZGg 1T: .googlecom High

Thic pkCYmkGIYYt9/A01CGAhINCAxU4dC .google.com / None High

ADBCTFInVBI_2TEdg .google.com / High
ACIoBJFUVNPEIOKDK .googlecom | 2024-08-23T.. High
SAPISID ThkZpkCYmkGIYYtd/AO1CGAhINCAxUADC .googlecom | 2024-01 High
AFISID ERWBEcwCjlbxg CWin/AtKED-ojfQHoy) .googlecom | High
NID 511=WzcsoyX2kkBmul OXgjBpnRRLG7Caf6ReOkWEHFROOC-Xaji7LM7I6LYR7vNI... .gocgle.com J o None Medium
Ad49MVEPR_QKztTavuCD_9Fs07qugpqQrTE355Ha6Z e DyiPD3jLhQTm2Y .google.com / 2024-01-06T. 2 Lax Medium
.google.com y 2023-08-09T... Medium
.google.com J 2023-08-26T... None Medium
contacis.goo... |/ 2023-08-09T... Medium

No recover email was found from the primary email.

2. Extracting the IP address from the email:

Only show cookies with an

Value Domain Expires / Max.. | 5i 2 i i Partition Key | Priority
APoG2WBw3NKAITfzIRmW]adx_ipRv7ZTj¥UMzi9i3 AYozemfmu-yzYNBBhDsES2).. | .google.com J m High
sidt BPu3jiftspUdRZ4N-3GHNn50v6e91TpOUr5f L0c73QwikQAhb69rwEI6...  .googlecom y 0 High
sidts-CjIBPu3jiftspUdRZ4N-3GHN5ovbed1TpOUr5f2fkel 0c73QwlkQAhbGSrwEIb... | .google.com / High
funding@alriyadhfinance.com .google.com J o None High
ZAhsXQsShdcd2arrAN HvoWlspSxyGDNw2KDedwDfdoTuuGgebX, 86_0bR...  .google.com ] High
ZAhsXQsShdcd2arrAN HvoWlspSxYyGDNw2KDedwDido 7uuGg3jBZ92F_pBXI9n... .google.com J High
ZAhsXQsShdcd2arrAN HvoWlspSxYyGDNw2KDedwDfdoTuuGgnabCmASq 1A7m... .google.com / None High
hazetwheell 1@gmail.com .google.com / E 2 High
APoG2W-eEF3nZOlcXRvAZvwulmfik37Z0BY92600kG25ResegXQqRL_ftd725...  .google.com ¥ High
APoG2W-09NNXHaTVeXYw3PPtSMEYTHS2zA0U21eWY_fOLYNhgoOTT: .. .googlecom High
_ Secure-3PAPISID ThkZ pkCYmkGIYYt9/AO01CGAINCHxUADC .google.com / None High

APISID ERWB8owCijlbxg CWn/AtKED-ojfQHoy)_ .google.com 5 High
2.88.2.24 .google.com High

i o = .google.com / High
ACIeBIFUVNPEIOKDK .google.com J High
Ad49MVHmMOBXUDZ_Lkv-ApTrEWNTUGatFywYYWZOQHONGv3deT Yal aXKl .google.com 2024-01-06T... 2 Lax Medium

6F_MKxBEhX2rbDTy[7BZebF2GRokaemCloYbnTbgl .google.com / 2024-01-27T... None Medium
.google.com / Medium
.google.com J None Medium
conta: . |4 Medium

The main location of the email from where it’s operating will be get through the IP address.

3. GEO Location from the IP:

LOCATIONM

City Riyadh

Region Riyadh Region (@1)

Country Saudi Arabia (SA)

Continent Asia (AS)

Coordinates | 24.8186436 (lat) / 46.644?161{10ng) |
Time 2823-87-28 18:44:18 (Asia/Riyadh)
NETWORK

IP address 2.88.2.24

Hostname 2.88.2.24

Provider Saudi Telecom Company JSC

ASN 25019



4. The Actual location of the company/or the mail location:
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5. Satelite View:
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Full Address: Boud! Al Sahafa Hotel, Nahr Alnameen, Riyadh, Saudi Arabia

Conclusion: If the business operate from the actual location then the email should be operate from location they put in the website
and also the address they sended to you. But after cross checking the location it’s remain same at the above location | put. So there
location and the website/office location they claiming is mismatched.



1. Website Domain History check:

Business History Check:

Domain History:

alriyadhfinance.com - Dark Onion Output

“»») Domain Information

Domain:

Registrar:

Registered On:

Expires On:
Updated On:

Status:

Mame Servers:

alriyadhfinance.com
NameCheap, Inc.
2023-03-18
2024-03-18
2023-03-18
clientTransferProhibited

dns1l.namecheaphosting.com
dnsZ.namecheaphosting.com

Business Info:

Business Info

Organization:
Street:

City:

State:

Postal Code:
Country:
Phone:

Email:

Al Rivadh Finance
Nahr Alnameen
As Sahafah
Riyadh

13321

KSA

1966 590594636
=



Owner Info:

é Owner Info

First Mame Manoj

Second Name Sharma

City: As Sahafah

State: Rivadh

Postal Code: 13321

Country: KSA

Phone: +966 596736522
Email: =

Conclusion: As you can see the information above the business registrated location is same as the IP location. And from the owner

information you can see the business is registred with a indian guy who’s name is Manoj Sharma. In general if you want to register

your business website then it’s needed to register with the original owner or with the pepole who is related with the business. But |
checked that there is no one called Manoj Sharma who is related with the business.

2. Phone Number Verification:

Tracing Dark Web Result for +966596736522

Phone number is valid

Number is not ported

Phone connected to the network

Number information

Name: Manoj Sharma

Country : Saudi Arabia

Country code: +966

Telephone Number: +9665367 36522

ISO 3166-1 alpha-2 code: SA

Telecom Provider: Zain

Network Type: CDMA / GSM

TimeZone: Asia/Riyadh



Tracing Dark Web Result for +966590594636

Phone number is valid &
Number is not ported &

Phone connected to the network

Number information

Name: Marie Minalang

Country : Saudi Arabia

Country code: +366

Telephone Number: +966590524636
IS0 3166-1 alpha-2 code: SA
Telecom Provider: Zain

Network Type: CDMA / GSM

TimeZone: Asia/Riyadh

Conclusion: The First number is registered with the Manoj Sharma. And the second number is registerd with the name: Marie
Minalang which is a philippines name. But both name are not related to front of the business as we can see the only name Manoj
sharma is resgistered with the business.

3. The Company Domain Black Listed by Local Government Agency:

Server IP:

Blacklisted:

= Blacklisted Hosting KSA

From IP To IP Total IPs || Assign Date Owner
2.88.0.0 2.91.255.255 262144 17/05/10 Saudi Telecom Company JSC
341.00 5.41.255.255 63336 16/05/12 Saudi Telecom Company JSC
5422240 542255255 8192 18/05/12 Integrated Telecom Co. Ltd
5.82.0.0 582255255 63336 13/06/12 Bayanat Al-Oula For Network Services
5.108.0.0 5.111.255.255 262144 28/06/12 Etihad Etisalat, a joint stock company
5.132.192.0 5.132.255255 16384 02/07/12 Integrated Telecom Co. Ltd
3.156.0.0 5.156.255.255 63336 19/07/12 Saudi Telecom Company JSC
5.163.0.0 5.163.255.255 63336 30/07/12 Saudi Telecom Company JSC
3.244.0.0 5.247.255255 262144 11/09/12 Etihad Etisalat, a joint stock company
31.166.0.0 31.167.255.255 || 131072 01/03/11 Etihad Etisalat, a joint stock company
37.16.32.0 37.16.63.255 8192 16/12/11 Bayanat Al-Oula For Network Services
37.16.128.0 37.16.255.255 32768 16/12/11 Bayanat Al-Oula For Network Services
37.25.0.0 37.2531.255 8192 231211 Saudi Telecom Company JSC
374200 37.43.255255 131072 04/01/12 Etihad Etisalat, a joint stock company
37.56.0.0 37.56.255.255 63336 13/01/12 Saudi Telecom Company JSC
114.198.232.0'|| 114.198.232.255 || 235 18/05/23 Al Riyadh Finance
37.99.128.0 37.99.191.255 16384 07/02/12 Etihad Atheeb Telecom Company




Conclusion: If the authority got too many bad feedback or get any scammed alert from the pepole who are victim with the business
or the site then in general every country blacklisted the website to make pepole alert. Also for the business there is term to verfication
if the owner failed to show the actual office location with video verification then also they can be blacklisted. But as Al Riyadh website
created in 18/03/2023 and also get blacklisted in 18/05/2023 that’s really suspious of their validity because within 2 months no valid
business should be blacklisted.

4. Final Recon:
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Conclusion: In general the final recon shows us the employee history about the business owner or pepoles who are related with the
business. But in here there is active employee or nothing occurs.



Manual Verification:

So after implementing all the process | though may be | can use one of my client who is really friendly with
me and we are working together from last 2 years and he is from saudi arabia also live in Olaya District. So |
ask him if he can verify the office which they provided: And here is the conversation with him:

“— »f;}} Abdullah (Client)

TODAY

Hello brother 1-25 ap.z
Heyyy how are u? 4290 pm

I am good. What about you?? All okay?

12:26 PM &

Gd gd. is my test done for the site?

It's almost done, | will send you the final
report tomorrow. But | need one help from

you. 12:36 PM
You can say 1235 pm

I need to verify the address and the
business which is located in Al Faisaliah
Tower. | want you to go there and check if
there is any office located by the name of Al
Riyadh Finance. Address: Level 19 Al
Faisaliah Tower, Olaya District, Riyadh,
Saudi Arabia. 12:33 PM &

I never hear any company like this which is
in Al Faisaliah Tower. Dont wry | go there at
2 PM for my few works | will check that and
will give u the info 12-42 PM

Thank You so much brother. Just check it

there is any business with that name present
if present then just take some feedback from
others. 12:46 PM w2

Heyy Nothing in there and no one know abt
this company with this name 430 PM

And also surrounding pepoles dont have
any idea about the name 430 PM

Are you sure about the address? . 5g py

Yes, | am sure with the address. did you
check? Is there any office with this name?

4:36 PM W
There is 2 finance related company but no
name with Al Riyadh 4:40 PM

So they didn't exist in that location with the
name of Al Riyadh? 441 PM

They didn't exist in the Saudi Arabia also |

think & 4-45 PM

Hahahahaha thank you brother for the
information. 447 PM .



The Final Conclusion: | saw many mismatched with the company information they put in the online. And also the registered
name and the info are not matched with the company either, From the name as there is two name one is indian and one is
philipines | am suspecting that they made a syndicate to fruad with pepole with their money because if it's a genuine
reputated company then there must be few online frootprint with the rating and review but there is nothing with them also
there are huge mismatched information with them which can’t be found for a normal pepole who are not related into the
darker site of internet. Also if you want any authentic sources of their existence then that’s a enough proof that one human
being who is from saudi arabia visit the place and the find nothing with them.

So the case might look like this: A syndicate using other business policy and location to just making it sure they exist with a
website which is also not a corporate builded site just they using it for an marketing policy to show pepole they exist | am
suspecting more with company because there is two name related and which is indian and philipines and from my experinces
country like india and philipines who belong from them making lots scam nowdays, so their might be chacne of getting
scammed or may be you can loss if go for a deal with as there no strong existence of them and also theiris too much
mismatched with the company. | would love to recommend you do not go for any financial or business related project with
them it can be risky or it can be a huge loss for you, that’s all | can suggest you from my experinces and that’s kind of
scamming going on nowdays on overall the world and the ratio of the scammers are high in india and philipines.

THANK YOU



